Annexure E

Covering page of all the Pre-approval system audit reports pertaining to  IBT/STWT/DMA/SOR submitted by the System Auditors :

1. i.    Appointment by the Member for system audit on  
: ___/___/_____

ii.   System Audit Conducted on  



: ___/___/_____

iii.  System Audit Report submitted to Exchange on 
:             ___/___/_____

2. The audit team comprises of the following team members :

	Sr.
	Name
	Designation / Qualification
	Location of the System Audit

	
	
	
	


3. Trading Application Details :

	Name of the Application
	

	Application Developed by
	

	Application Version No.
	

	Location of Servers
	


4. Auditee Representatives Name, Email & Mobile

5. Details of the Servers used for < IBT/STWT/DMA/SOR> 

	Server Name
	OS
	Configuration
	Location/s

	
	
	
	


6. Overall Rating : (Strong / Medium / Weak) :

7. Opinion & conclusion

In our opinion, <member name> is in compliance / non-compliance with the requirements of BSE/SEBI for the < IBT/STWT/DMA/SOR> through <application name, Version no., Vendor name>. 

We have reviewed the compliance with < IBT/STWT/DMA/SOR> checklist and SEBI/Exchange Circular/s in this regard. 

Based on our review we conclude that BSE may grant the necessary approval to the <member name>  for commencement of < IBT/STWT/DMA/SOR>.

There is no conflict of interest with respect to the member being audited and our directors / promoters are not directly or indirectly related to the current directors or promoters of the member being audited.

(Name of the Auditor & Auditing firm)

CISA / DISA / CISM / CISSP Regn. No. :

Date :

Place :

Stamp / Seal :

Internet Based Trading Pre-approval System Audit Checklist

	Sr. No.
	Area of Audit
	Findings & Observations
	Auditor Risk Rating

	A.
	Operational Specifications
	
	

	1. 
	Minimum Net worth, per Member, of Rs. 50 lacs.
	
	

	2. 
	Has the Broker implemented multiple Systems inter-alia for sub-brokers?
	
	

	B.
	System Features & Functionality
	
	

	3. 
	Order Tracking allows
	
	

	
	a. 
	ITROS Client to place an Order
	
	

	
	b. 
	Modify an Order
	
	

	
	c. 
	Delete an Order
	
	

	
	d. 
	View Order status
	
	

	
	e. 
	Order / Trade Confirmation 
	
	

	4. 
	Order Status displays:
	
	

	
	a. 
	Order ID generated by the Exchange
	
	

	
	b. 
	Date and Time of order placement
	
	

	
	c. 
	Scrip name / code / symbol
	
	

	
	d. 
	Action (Buy/Sell)
	
	

	
	e. 
	Quantity
	
	

	
	f. 
	Order type (Market Order / Limit Order etc.)
	
	

	
	g. 
	Order validity (EOSESS, EOTODY, IOC etc.)
	
	

	
	h. 
	Price
	
	

	
	i. 
	Execution status
	
	

	
	j. 
	System should generate a unique number for each Order.
	
	

	5. 
	Order Capture should capture the following information:
	
	

	
	a. 
	ITORS Client ID and type of ITORS Client
	
	

	
	b. 
	Scrip Name / Code / Symbol
	
	

	
	c. 
	Buy / Sell
	
	

	
	d. 
	Quantity (ensure market lot depending on physical/dematerialization stock)
	
	

	
	e. 
	Type of order (market order/ limit order/ or such orders as allowed by Exchange)
	
	

	
	f. 
	Order validity (type as permitted by exchange such as, EOTODY, EOSESS, IOC.)
	
	

	
	g. 
	Price (Ensure price band/circuit limit and minimum tick size as allowed by  Exchange)
	
	

	6. 
	Acceptance / rejection of an order / trade is communicated to the ITORS client.
	
	

	7. 
	Is the trade confirmation sent to the client via e-mail?
	
	

	8. 
	Can the ITORS client choose the interval of receiving the e-mail?
	
	

	9. 
	The System generates appropriate audit logs and trails so as to facilitate tracking of events such as orders and trades with timestamp.
	
	

	10. 
	Whether the trading system captures the IP (Internet Protocol) address from where the orders are originating, for all ITORS orders. 
	
	

	11. 
	System should be capable of deploying Digital Signature Certificate technology to issue digitally signed Contract notes to ITORS Client as per existing regulations, within 24 hours of the trade execution.
	
	

	C.
	Risk Management
	
	

	12. 
	System-based control on the pre-defined trading limits set by the ITORS Member?
	
	

	13. 
	Exposures taken by the ITORS Clients have been implemented?
	
	

	14. 
	Facility to prompt the ITORS Clients when he puts in orders that are over and above the normal limits set by the ITORS Member.
	
	

	15. 
	System shall have a facility for review and release by the ITORS Member of orders that are not validated by the System
	
	

	16. 
	ITORS Member shall ensure that logic / priorities used by the Exchange are followed by the System for treating ITORS Client Orders.
	
	

	17. 
	Does the System pass all the Orders to the trading platform of the Exchange for execution and not allow any crossing of orders that are routed through it?
	
	

	D.
	Password Security
	
	

	18. 
	Does the organization’s policy and procedure document have a password policy?
	
	

	19. 
	Does the organization’s policy and procedure document have a access control policy for users of the service?
	
	

	20. 
	System authenticates ITORS Clients with a User Name and password as first level of security?
	
	

	21. 
	Whether Two-factor authentication for login session has been implemented for all orders emanating using Internet Protocol. 

Whether Public Key Infrastructure (PKI) based implementation using digital signatures, supported by one of the agencies certified by the government of India has been considered for two factor authentication.
	
	

	22. 
	Whether it is ensured that the two factors in the Two-factor authentication framework are not the same.
	
	

	23. 
	System mandated changing of password when the user logs in for the first time?
	
	

	24. 
	Automatic disablement of the user on entering erroneous password on three consecutive occasions?
	
	

	25. 
	The system provides for automatic expiry of passwords at the end of a reasonable duration (maximum 6 months) and re-initialisation of access on entering fresh passwords.
	
	

	26. 
	Prior intimation is given to the ITORS client before such expiry?
	
	

	27. 
	System controls to ensure that the password is alphanumeric (preferably with one special character), instead of just being alphabets or just numerical?
	
	

	28. 
	System controls to ensure that the changed password cannot be the same as of the last 8 passwords?
	
	

	29. 
	System controls to ensure that the Login id of the user and password should not be the same?
	
	

	30. 
	System controls to ensure that the Password should be of minimum six characters and not more than twelve characters?
	
	

	31. 
	ITORS Client account is deactivated if the same is not used for a continuous period of 12 (Twelve) months from date of last use of the account?
	
	

	32. 
	System allows ITORS Clients to change their passwords at their discretion and frequency?
	
	

	33. 
	System controls to ensure that the Password is encrypted at members end so that employees of the member cannot view the same at any point of time?
	
	

	E.
	Session Security
	
	

	34. 
	Whether the system has provision for security, reliability and confidentiality of data through use of encryption technology, SSL or similar session confidentiality protection mechanisms?
	
	

	35. 
	Whether there is secure end-to-end encryption for all data transmission between the client and the broker systems through a Secure Standardized Protocol and whether a procedure of mutual authentication between the client and the trading systems / servers has been implemented.
	
	

	36. 
	System has a facility by which ITORS Clients are logged out from the System after a configurable (as determined by the System) period of inactivity? (In case of no activity by the client, the system shall provide for automatic trading session logout.)
	
	

	F.
	Network Security
	
	

	37. 
	Whether backup network link is available in case of failure of the primary link to the BSE?
	
	

	38. 
	Service has adequate bandwidth and multiple links to the Internet to ensure reliability and redundancy?
	
	

	39. 
	The Webserver is kept separate of the Application and Database server. 
	
	

	40. 
	Whether suitable firewalls are present between the member trading setup and internet.
	
	

	G.
	Operational Integrity
	
	

	41. 
	Whether adequate controls have been implemented for admission of personnel into the server rooms / place where servers are located and whether audit trails of all the entries-exits at the server room / location are maintained?
	
	

	42. 
	ITORS Member ensures that software version number is used to identify the system being approved by the Exchange.
	
	

	43. 
	The ITORS Member ensures that the service is supported by at least two persons, each having Bachelors degree OR Diploma in Engineering OR such other equivalent qualification. The Member shall certify that the persons supporting the service possess requisite skills for technical support, System administration and other related functions pertaining to the System
	
	

	44. 
	The ITORS member ensures that a specific email id to receive mails from ITORS Clients is communicated to all clients.
	
	

	45. 
	Member has documented and implemented a procedure to escalate the issue if the email is not responded within one working day.
	
	

	46. 
	Reports on margin requirements, payment and delivery obligations shall be informed to the ITORS Client through the System.
	
	

	H.
	Backup & Recovery Procedures
	
	

	47. 
	Does the organization’s documented policy include a backup policy and procedures
	
	

	48. 
	Are the backup logs maintained and are the backups been verified and tested?
	
	

	49. 
	Are the backup media stored safely in line with the risk involved?
	
	

	50. 
	Whether the member has on-site as well as remote site back-up capabilities?
	
	

	51. 
	Are there any recovery procedures and have the same been tested?
	
	

	52. 
	Whether the back-up and restore systems are adequate to deliver sustained performance and high availability. 
	
	

	I.
	Business Continuity  & Disaster Recovery Procedures
	
	

	53. 
	Does the organization’s documented policy include a business continuity and disaster recovery policy and procedures?
	
	

	54. 
	In case of System failure, alternative facility including contact over telephone shall be provided.
	
	

	55. 
	Whether the alternate channel of communication have adequate capabilities for client identification and authentication.
	
	

	56. 
	Whether Mission-critical systems been identified and provision for backup for such systems been made?
	
	

	57. 
	Whether the trading system have built-in high system availability to address any single point of failure.
	
	

	58. 
	Whether the member has implemented adequate safety features / controls to ensure the trading system it is not susceptible to internal / external attacks.
	
	

	59. 
	Adequate un-interrupted power supply for smooth operation of the System is available at the Site?
	
	

	J.
	Website Policy
	
	

	60. 
	No false or misleading name is used for the Site, which may cause an incorrect perception amongst people that the Site is sponsored/partnered by or associated with the Exchange.
	
	

	61. 
	Ticker provided by the ITORS Member on the Website shall mention the timestamp and the source of the information.
	
	

	62. 
	Displays disclaimers, if any. No disclaimer by the ITORS Member, shall state anything contrary to the provisions of the Model Agreement or the liabilities/responsibilities imposed on the ITORS Member by the Rules, Bye-laws and Regulations, procedures and notices of the Exchange, Rules, Regulations and Circulars of SEBI and any other law for the time being in force.
	
	

	63. 
	Terms of Use of the Site, if any.
	
	

	64. 
	Rules and regulations affecting Client Member relationship, including rules related to arbitration and investor protection.
	
	

	65. 
	Hyperlink to investor complaint form on Website of the Exchange.
	
	

	66. 
	ITORS Member shall display the following, prominently, on the Site:

“The Stock Exchange, Mumbai is not in any manner answerable, responsible or liable to any person or persons for any acts of omission or commission, errors, mistakes and/or violation, actual or perceived, by us or our partners, agents, associates etc., of any of the Rules, Regulations, Bye-laws of the Stock Exchange, Mumbai, SEBI Act or any other laws in force from time to time. 

The Stock Exchange, Mumbai is not answerable, responsible or liable for any information on this Website or for any services rendered by our employees, our servants, and us. ” 
	
	

	67. 
	Hyperlink to Website of the Exchange.
	
	


