Annexure E

Covering page of all the Pre-approval system audit reports pertaining to  IBT/STWT/DMA/SOR submitted by the System Auditors :

1. i.    Appointment by the Member for system audit on  
: ___/___/_____

ii.   System Audit Conducted on  



: ___/___/_____

iii.  System Audit Report submitted to Exchange on 
:             ___/___/_____

2. The audit team comprises of the following team members :

	Sr.
	Name
	Designation / Qualification
	Location of the System Audit

	
	
	
	


3. Trading Application Details :

	Name of the Application
	

	Application Developed by
	

	Application Version No.
	

	Location of Servers
	


4. Auditee Representatives Name, Email & Mobile

5. Details of the Servers used for < IBT/STWT/DMA/SOR> 

	Server Name
	OS
	Configuration
	Location/s

	
	
	
	


6. Overall Rating : (Strong / Medium / Weak) :

7. Opinion & conclusion

In our opinion, <member name> is in compliance / non-compliance with the requirements of BSE/SEBI for the < IBT/STWT/DMA/SOR> through <application name, Version no., Vendor name>. 

We have reviewed the compliance with < IBT/STWT/DMA/SOR> checklist and SEBI/Exchange Circular/s in this regard. 

Based on our review we conclude that BSE may grant the necessary approval to the <member name>  for commencement of < IBT/STWT/DMA/SOR>.

There is no conflict of interest with respect to the member being audited and our directors / promoters are not directly or indirectly related to the current directors or promoters of the member being audited.

(Name of the Auditor & Auditing firm)

CISA / DISA / CISM / CISSP Regn. No. :
Date :

Place :

Stamp / Seal :

 STWT Pre-approval System Audit Checklist

	Sr. No
	Area of Audit
	Findings & Observations
	Auditors Risk / Rating

	A.
	System Features & Functionality

	
	

	1. 
	Order Tracking allows
	
	

	
	a. 
	Client to place an Order
	
	

	
	b. 
	Modify an Order
	
	

	
	c. 
	Delete an Order
	
	

	
	d. 
	View Order status
	
	

	
	e. 
	Order / Trade Confirmation 
	
	

	2. 
	Order Status:
	
	

	
	The system should generate a unique number for each order originating from a wireless device.
	
	

	3. 
	It may not be possible to give detailed information about the order status on mobile phones, it should be ensured that minimum information may be given with addresses of the Internet web site / web page where detailed information would be available
	
	

	4. 
	The System generates appropriate audit logs and trails so as to facilitate tracking of events such as orders and trades with timestamp.
	
	

	5. 
	Whether such audit trails are provided to the user on the wireless device.
	
	

	6. 
	Whether the trading system captures the IP (Internet Protocol) address from where the orders are originating, for all STWT orders. 
	
	

	B.
	Risk Management
	
	

	7. 
	System-based control on the pre-defined trading limits set by the trading Member?
	
	

	8. 
	Exposures taken by the Clients have been implemented?
	
	

	9. 
	Facility to prompt the Clients when he puts in orders that are over and above the normal limits set by the Member.
	
	

	10. 
	 Member shall ensure that logic / priorities used by the Exchange are followed by the System for treating Client Orders.
	
	

	11. 
	Does the System pass all the Orders to the trading platform of the Exchange for execution and not allow any crossing of orders that are routed through it?
	
	

	C.
	Password Security
	
	

	12. 
	System authenticates Clients with a User Name and password as first level of security?
	
	

	13. 
	Whether Two-factor authentication for login session has been implemented for all orders emanating using Internet Protocol. 

Whether Public Key Infrastructure (PKI) based implementation using digital signatures, supported by one of the agencies certified by the government of India has been considered for two factor authentication.
	
	

	14. 
	Whether it is ensured that the two factors in the Two-factor authentication framework are not the same.
	
	

	15. 
	System mandated changing of password when the user logs in for the first time?
	
	

	16. 
	Automatic disablement of the user on entering erroneous password on three consecutive occasions?
	
	

	17. 
	The system provides for automatic expiry of passwords at the end of a reasonable duration (maximum 6 months) and re-initialisation of access on entering fresh passwords.
	
	

	18. 
	Prior intimation is given to the client before such expiry?
	
	

	19. 
	System controls to ensure that the password is alphanumeric (preferably with one special character), instead of just being alphabets or just numerical?
	
	

	20. 
	System controls to ensure that the changed password cannot be the same as of the last 8 passwords?
	
	

	21. 
	System controls to ensure that the Login id of the user and password should not be the same?
	
	

	22. 
	System controls to ensure that the Password should be of minimum six characters and not more than twelve characters?
	
	

	23. 
	 Client account is deactivated if the same is not used for a continuous period of 12 (Twelve) months from date of last use of the account?
	
	

	24. 
	System allows Clients to change their passwords at their discretion and frequency?
	
	

	25. 
	System controls to ensure that the Password is encrypted at members end so that employees of the member cannot view the same at any point of time?
	
	

	26. 
	If the system is enabled for trading using wireless technology whether any additional measures have been taken for user identification, authentication and access control, to prevent misuse of facility from unauthorized persons.
	
	

	D.
	Session Security
	
	

	27. 
	Whether the system has provision for security, reliability and confidentiality of data through use of encryption technology, SSL or similar session confidentiality protection mechanisms?
	
	

	28. 
	Whether there is secure end-to-end encryption for all data transmission between the client and the broker systems through a Secure Standardized Protocol and whether a procedure of mutual authentication between the client and the trading systems / servers has been implemented.
	
	

	29. 
	Whether provision has been made to lock the trading application in case of loss of the hand held device.
	
	

	30. 
	It must be ensured that the session login details should not be stored on the devices used for securities trading using wireless technology.
	
	

	31. 
	System has a facility by which ITORS Clients are logged out from the System after a configurable (as determined by the System) period of inactivity? (In case of no activity by the client, the system shall provide for automatic trading session logout.)
	
	

	E.
	Network Security
	
	

	32. 
	Whether backup network link is available in case of failure of the primary link to the BSE?
	
	

	33. 
	Service has adequate bandwidth and multiple links to the Internet to ensure reliability and redundancy?
	
	

	34. 
	The Webserver is kept separate of the Application and Database server. 
	
	

	35. 
	Whether suitable firewalls are present between the member trading setup and internet.
	
	

	F.
	Backup & Recovery Procedures
	
	

	36. 
	Does the organization’s documented policy include a backup policy and procedures
	
	

	37. 
	Are the backup logs maintained and are the backups been verified and tested?
	
	

	38. 
	Are the backup media stored safely in line with the risk involved?
	
	

	39. 
	Whether the member has on-site as well as remote site back-up capabilities?
	
	

	40. 
	Are there any recovery procedures and have the same been tested?
	
	

	41. 
	Whether the back-up and restore systems are adequate to deliver sustained performance and high availability. 
	
	

	G.
	Business Continuity  & Disaster Recovery Procedures
	
	

	42. 
	Does the organization’s documented policy include a business continuity and disaster recovery policy and procedures?
	
	

	43. 
	In case of System failure, alternative facility including contact over telephone shall be provided.
	
	

	44. 
	Whether the alternate channel of communication have adequate capabilities for client identification and authentication.
	
	

	45. 
	Whether Mission-critical systems been identified and provision for backup for such systems been made?
	
	

	46. 
	Whether the trading system have built-in high system availability to address any single point of failure.
	
	

	47. 
	Whether the member has implemented adequate safety features / controls to ensure the trading system it is not susceptible to internal / external attacks.
	
	

	48. 
	Adequate un-interrupted power supply for smooth operation of the System is available at the Site?
	
	

	H.
	Operational Integrity
	
	

	49. 
	The broker’s server routing orders to the exchange trading system shall be located in India.
	
	


