Annexure E

Algorithmic Trading Pre-approval System Audit Checklist

<to be submitted on the letter head of the CISA Auditor along with the Algorithmic Trading (AT) system audit report>

Name of the Member :  _____________________: Clg No.____________


1.  
 i.    CISA Auditor Appointment date by Member
   
: ___/___/_____

ii.   AT System Audit Conducted on  



: ___/___/_____

iii.  AT System Audit Report submitted to Exchange on 
: ___/___/_____

1. The audit team comprises of the following team members :

	Sr.
	Name
	Designation / Qualification
	Location/s of the AT System Audit

	
	
	
	


2. a) AT Trading Application Details :

	Name of the AT Application
	

	AT Application Developed by
	

	AT Application Version No.
	

	Location of  AT Servers
	

	AT Application to be used for 
	i) Cash, ii) Derivatives or iii) Both



b) Algos (strategies) used by the member for executing the AT orders :

	
Sr
	Name of Algos /Strategies
	Version No.
	Vendor Name/Inhouse
	Address of AT Location
	Brief description of Algo/Strategy

	
	
	
	
	
	



*(please attach annexure if required)

3. Auditee Representatives Name, Email & Mobile

4. Members Undertaking(as per Exchange Notice dated 30/4/12) submitted : (yes/no) 

5. Details of the Servers used for Algorithmic Trading :

	Server Name
	OS
	Configuration
	Location/s

	
	
	
	


6. Overall Rating : (Strong,  Medium/Adequate, Weak/Inadequate)

7. Opinion & conclusion

In our opinion, <member name> is in compliance / non-compliance with the requirements of BSE/SEBI for the Algorithmic Trading through <application name, Version no., Vendor name>. 

We have reviewed the compliance with Algorithmic Trading checklist and SEBI Circular/s in this regard. 

Based on our review we conclude that BSE may grant the necessary approval to the <member name>  for commencement of Algorithmic Trading..

 8.  A copy of CISA certificate bearing CISA Certificate No.______ is enclosed. 

There is no conflict of interest with respect to the member being audited and our directors / promoters are not directly or indirectly related to the current directors or promoters of the member being audited.

(Name of the Auditor & Auditing firm)

CISA / DISA / CISM / CISSP Regn. No. :

Date :  

Place :

Stamp / Seal :

=========================================================================
Algorithmic Trading Pre-approval System Audit Checklist

Trading members who  places orders using AT facility shall ensure that such orders adhere to following automated risk management checks .
	Sr. No.
	Product Segment
	Category
	Risk Management Check
	Description
	Ratings (Strong / Adequate / Inadequate)
	Auditors Observations / Remarks

	1
	Algorithm Approval
	Individual Order Level:
	Single Order Quantity check
	Fat Finger' check - Any single order does not carry abnormally large quanitity beyond pre-defined limit
	
	

	2
	Algorithm Approval
	Individual Order Level:
	Single Order value check
	Any single order does not carry abnormally large value beyond pre-defined limit
	
	

	3
	Algorithm Approval
	Individual Order Level:
	Price Range check
	The price of any single order should not be more than the applicable price bands including dummy price bands defined by the Exchange for security/contract. 
	
	

	4
	Algorithm Approval
	System Requirements
	Order Identification
	All orders generated by Algorithmic trading products are tagged with appropriate location code(s) as specified by the Exchange and such location code(s) should be registered with the Exchange
	
	

	5
	Algorithm Approval
	System Requirements
	Audit Trail
	The stock broker shall maintain logs of all trading activities to facilitate audit trail. The stock broker shall maintain record of control parameters, orders, trades and data points emanating from trades executed through algorithm trading.
	
	

	6
	Algorithm Approval
	System Requirements
	Orders per second
	All orders generated by Algorithmic trading products are adhering to limit of maximum number of permissible orders per second as may be specified by the broker at his end. 
	
	

	7
	Algorithm Approval
	System Requirements
	Automated Execution Check
	Before pumping in further orders, the algo should check if the orders already released by it (executed, unexecuted, unconfirmed) are sufficient with respect to strategy of the algo. 
	
	

	8
	Algorithm Approval
	System Requirements
	System security
	The system has sufficient security features including password protection for the user ID, automatic expiry of passwords as the end of a reasonable duration and re-initialization of access on entering fresh passwords. This functionality is verified that the system has enough security features to ensure that the access to the software is only available to authorized persons at the members end
	
	

	9
	Algorithm Approval
	System Requirements
	Dysfunctional Algos
	Dysfunctional algos can be broadly defined as algo that does not work as per defined logic or does not conform to the risk management checks defined by the broker or affects orderly trading and market integrity on account of its potential misfiring. 

The broker should have a automated mechanism to handle abovementioned contingenices by way of 1. monitoring the algo systems real time, 2. putting in place checks and balances at his end to identify abovementioned events and 3. taking necessary corrective action (Example - stopping the algo, observing a cooling period) - 

'Illustrative' checks that may be implemented in this regard can be as follows - 
- If a position is built only on one side beyond a pre-defined level 
- If total cumulative order value exceeds a pre-defined limit
- If total no of orders plcaed is beyond a pre-defined limit
	
	

	10
	Algorithm Approval
	System Requirements
	Market Price Protection
	Market Price protection provides protection to a trader to limit the risk of a market order, within a pre-set percentage of the Last Trade Price (LTP). The member shall be required to maintain and set the market price protection percentage greater than zero and less than or equal to the applicable circuit limits including dummy circuit limits in respect of all algorithmic orders. 
	
	

	11
	Algorithm Approval
	System Requirements
	Client level checks
	All orders generated by Algorithmic trading products should adhere to the following risk management checks defined by the broker - 

a. The broker should define single order quantity and value checks for orders placed by the client. These checks be based on assessment of client's risk profiles done by trading members. Algo orders placed for a client should not exceed these defined limits.  

b. Cumulative value of unexecuted orders for a client placed across all terminals should not exceed threshold limit set by the trading member for that client
	
	

	12
	Algorithm Approval
	System Requirements
	Cumultiave Open Order Value Check
	Cumulative value of all unexecuted orders placed from all terminals should not exceed threshold limit set by the trading member. This check should also be applicable for all orders generated by Algorithmic trading products.
	
	


