Annexure E

Covering page of all the Pre-approval system audit reports pertaining to  IBT/STWT/DMA/SOR submitted by the System Auditors :

1. i.    Appointment by the Member for system audit on  
: ___/___/_____

ii.   System Audit Conducted on  



: ___/___/_____

iii.  System Audit Report submitted to Exchange on 
:             ___/___/_____

2. The audit team comprises of the following team members :

	Sr.
	Name
	Designation / Qualification
	Location of the System Audit

	
	
	
	


3. Trading Application Details :

	Name of the Application
	

	Application Developed by
	

	Application Version No.
	

	Location of Servers
	


4. Auditee Representatives Name, Email & Mobile

5. Details of the Servers used for < IBT/STWT/DMA/SOR> 

	Server Name
	OS
	Configuration
	Location/s

	
	
	
	


6. Overall Rating : (Strong / Medium / Weak) :

7. Opinion & conclusion

In our opinion, <member name> is in compliance / non-compliance with the requirements of BSE/SEBI for the < IBT/STWT/DMA/SOR> through <application name, Version no., Vendor name>. 

We have reviewed the compliance with < IBT/STWT/DMA/SOR> checklist and SEBI/Exchange Circular/s in this regard. 

Based on our review we conclude that BSE may grant the necessary approval to the <member name>  for commencement of < IBT/STWT/DMA/SOR>.

There is no conflict of interest with respect to the member being audited and our directors / promoters are not directly or indirectly related to the current directors or promoters of the member being audited.

(Name of the Auditor & Auditing firm)

CISA / DISA / CISM / CISSP Regn. No. :

Date :

Place :

Stamp / Seal :

SOR Pre-approval System Audit Checklist

	Sr. No.
	Area of Audit
	Compliance

Y / N
	Auditor Comments

	A.
	Operational Specifications
	
	

	1
	Does the SOR System pass all the Orders to the trading platform of the Exchange for execution and not allow any crossing of orders that are routed through it?
	
	

	2
	Whether the Trading Member’s server, routing the SOR orders are located in India.

Verify with the system and network diagram.
	
	

	3
	The SOR system does not release orders to venues other than the recognized stock Exchange (Specify the list of recognized Stock Exchange(s) and the market segments to which  SOR release orders)
	
	

	4
	Does the SOR application handle the order on first-cum-first basis across all the clients?
	
	

	5
	Whether Broker is using similar logic/ priorities as used by Exchange to treat SOR client orders.
	
	

	6
	Whether SOR facility provided to all class of investor?
	
	

	7
	In case the client has availed SOR facility and does not want to use the same for a particular order, whether the application provides the client with this facility.
	
	

	8
	Whether SOR facility is provided for all orders, without restricting to any specific type of order. The choice of order type shall be left to the client.
	
	

	9
	Does the SOR application internally generate unique numbering for all SOR client orders/ trades?
	
	

	10
	Order and Trade data should be readily available for query to the clients at least till the payout date of the transaction. 
	
	

	11
	System ensures real time consolidation of price view based on priority of liquidity and prices prevailing in the exchanges.
	
	

	12
	The market prices are received directly from recognized stock Exchanges and are time stamped
	
	

	13
	The market prices of all the recognized stock exchanges to which the SOR facility routes orders are consolidated for applying the Best Execution Policy for routing orders

	
	

	14
	Whether the SOR application monitors best bids and offers and updates instantly as the market moves:
	
	

	
	a) Does SOR system neutral to the participating exchanges and ensure best execution principle without induced time delay etc.
	
	

	
	b) Does the SOR system adheres and includes necessary location ID or any such tagging specified by the Exchange from time to time.
	
	

	
	c) Is there a proper standard operating procedure put in place for handling request / approval process for implementing SOR within the organization.
	
	

	15
	The system should allow confirmation and reporting of the orders that have resulted in trade 
	
	

	16
	Whether details of users activated for SOR facilities is maintained along with user name, unique identification of user, authorization levels.  
	
	

	B.
	Audit Trails
	
	

	17
	Does the organization’s documented policy and procedures include an Audit Trail Policy?
	
	

	18
	Does the SOR application have an appropriate flag to identify separately SOR orders and trades?
	
	

	19
	Does the SOR System generate & store appropriate audit logs and trails so as to facilitate tracking of events such as orders and trades and data points as the basis of decision? 
	
	

	20
	Does the SOR System have a facility to maintain all alert logs / activity logs with audit trail facility and time stamps?
	
	

	21
	Are the alert logs / activity logs reviewed and necessary action taken.
	
	

	C.
	Risk Management
	
	

	22
	The SOR application is so designed, configured and integrated with Order Routing server (ORS) so as to route the SOR orders only through electronic / automated risk management system where the trading member sets the risk profile of the SOR client.
	
	

	23
	The system has appropriate authority levels to ensure that the limits can be setup only by persons authorized by the risk / compliance manager
	
	

	24
	Is there a facility for informing the client regarding the acceptance / rejection of the order placed by him, within a reasonable time?
	
	

	25
	Whether the SOR system carries out appropriate validations of the following risk parameters including Credit checks before the orders are released to the Exchange:
	
	

	i)
	Order Quantity Limits
	
	

	
	Order Value Limits
	
	

	
	Price Range Checks
	
	

	
	Exchange wise limits
	
	

	ii)
	Position Limits specified in Derivatives segment for 
	
	

	
	Market-wide across all clients
	
	

	
	Client-wise
	
	

	26
	Based on the Margin requirements as set out by the Exchange from time to time, the SOR application is able to limit the Net position of a SOR client that can be outstanding.
	
	

	27
	Appropriate limits for securities subject to FII limits as specified by RBI can be set and the SOR will notify the client and / or control such orders before release to the Exchange
	
	

	28
	Provision is made in the SOR application for Trading member to set any other risk parameter.
	
	

	29
	Whether the SOR system has a manual override facility for allowing orders that do not fit the system based risk control parameters?
	
	

	30
	The SOR software has the facility of providing the reports on margin requirements, payment and delivery obligations etc. to the clients through the system.
	
	

	D.
	Password Security
	
	

	31
	Does the organization’s policy and procedure document have a password policy?
	
	

	32
	Does the SOR system use the authentication mechanism as provided by the SOR Client or the authentication mechanism as provided by the SOR system implemented by the trading member?
	
	

	33
	If the SOR client uses the authentication mechanism as provided by the SOR system implemented by the trading member then do the features of the password ensure the following:
	
	

	
	A
	The system requests for identification and new password before login into the system
	
	

	
	B
	Access for smart order routing is permitted only through the use of client specific User ids and password
	
	

	
	C
	System mandated changing of password when the user logs in for the first time?
	
	

	
	D
	The Password is masked at the time of entry.
	
	

	
	E
	Automatic disablement of the user on entering erroneous password on three consecutive occasions?
	
	

	
	F
	The system provides for automatic expiry of passwords at the end of a reasonable duration and re-initialisation of access on entering fresh passwords.
	
	

	
	G
	System controls to ensure that the password is alphanumeric (preferably with one special character), instead of just being alphabets or just numerical?
	
	

	
	H
	System controls to ensure that the changed password cannot be the same as of the last 8 passwords?
	
	

	
	I
	System controls to ensure that the Login id of the user and password should not be the same?
	
	

	
	J
	System controls to ensure that the Password should be of minimum six characters and not more than twelve characters?
	
	

	
	K
	System control ensures Re-initialisation of access on entering fresh passwords.
	
	

	E.
	Session Security & Encryption
	
	

	34
	Whether the system has provision for security, reliability and confidentiality of data through use of encryption technology, SSL or similar session confidentiality protection mechanisms?
	
	

	35
	The system uses session security measures like encryption to ensure confidentiality of sessions initiated.
	
	

	36
	System controls to ensure that the Password is encrypted at members end so that employees of the member cannot view the same at any point of time?
	
	

	37
	The system adequately protects the confidentiality of the users’ trade data.
	
	

	F.
	Physical and Database Security
	
	

	38
	Does the organization’s policy and procedure document have an Information Security policy?
	
	

	39
	Whether adequate physical as well as environmental controls have been implemented for admission of personnel into the server rooms / network rooms / place where servers / network components are located?
	
	

	40
	Whether audit trails of all the entries-exits at the server room / location are maintained?
	
	

	41
	Whether the SOR system adequately protects the confidentiality of the user’s trade data.
	
	

	42
	Whether access to the database is restricted to authorized users / applications.
	
	

	43
	Whether the SOR software and the database are hosted on a secure platform.
	
	

	44
	The SOR database stores all the details of user ids activated for SOR along with user names and passwords securely.
	
	

	45
	Is there any proper event logging and system monitoring facility which monitors and logs activities / events arising from actions taken on the database server.
	
	

	46
	Is an appropriate Anti Virus system installed and updated at regular intervals. Specify the frequency of updation.
	
	

	G.
	Network Security
	
	

	47
	Does the organization’s policy and procedure document have a Network Security policy?
	
	

	48
	Whether backup network link is available in case of failure of the primary link to the BSE?
	
	

	49
	Whether backup network link is available in case of failure of the primary link connecting the SOR Clients?
	
	

	50
	Whether the database server is kept separate from the application server and risk management server?
	
	

	51
	Whether suitable firewalls are present, if SOR clients are connected through Internet.
	
	

	H.
	Backup & Recovery Procedures
	
	

	52
	Does the organization’s documented policy include a backup policy?
	
	

	53
	Are the backup procedures documented
	
	

	54
	Are the backup logs maintained and are the backups been verified and tested?
	
	

	55
	Are backups of the following system generated files maintained
	
	

	
	At the SOR server/gateway level
	
	

	
	a.
	Database
	
	

	
	b.
	Audit Trails
	
	

	
	c.
	Reports
	
	

	
	At the SOR user level
	
	

	
	a.
	Market Watch
	
	

	
	b.
	Logs
	
	

	
	c.
	History
	
	

	
	d.
	Reports
	
	

	
	e.
	Audit Trails
	
	

	
	f.
	Alert logs
	
	

	56
	Are backup logs maintained?
	
	

	57
	Have the backups been verified and tested?
	
	

	58
	Are the backup media stored safely in line with the risk involved?
	
	

	59
	Are there any recovery procedures and have the same been tested?
	
	

	60
	Are backups of the system generated Audit trails, activity logs and alert logs maintained as per the exchange requirements?
	
	

	I.
	Business Continuity  & Disaster Recovery Procedures
	
	

	61
	Does the organization’s documented policy include a business continuity and disaster recovery policy and procedures?
	
	

	62
	Whether Mission-critical systems been identified and provision for backup for such systems been made?

Gateway / Database Server / web server

Exchange Routers

Network Switch
	
	

	63
	Adequate un-interrupted power supply for smooth operation of the System is available at the Site?
	
	

	64
	Whether the member has an alternative mode of trading system in case of failure of SOR facility.
	
	


SOR Member Declaration Statement

1. The Smart Order Routing shall route orders in a neutral manner.

2. The broker should be fully responsible and liable for all orders emanating through their SOR systems.  It shall be the responsibility of the broker to ensure that only clients who fulfill the eligibility criteria are permitted to use the SOR facility.

3. Brokers using SOR facility for routing client orders shall not be allowed to cross trades of their clients with each other. All orders must be offered to the market for matching

4. The SOR application is so designed, configured and integrated with Order Routing server (ORS) so as to route the SOR orders only through electronic / automated risk management system (RMS). The SOR application does not allow any orders to bypass the RMS.  

5. The Trading Limits / Exposure Limits / Position Limits have been set for all the SOR clients based on risk assessment, credit quality and available margins.

6. Appropriate authority levels have been setup to ensure that the limits can be set only by person authorized by compliance  / risk manager

7. KYC norms shall be followed for registration and authorization of the SOR Clients.

8. Due diligence has been carried out for the clients prior to authorization and proper records for the same are maintained.

9. The Due Diligence covers the following: aspects:

a. Clients credit worthiness

b. Risk Taking Ability

c. Track Record of compliance

d. Financial Soundness

10. The agreement with the client executed / to be executed does not have any clause which is less stringent / contrary to the conditions as stipulated by the Exchange and SEBI.

11. The exchange shall be provided with the details of all user-ids activated for SOR in the prescribed format, in the prescribed duration.

